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Abstract

Hashcashwasoriginally proposedasa mechanisnto throttle systematiabuseof un-meterednternetresources
suchasemail,andanorymousremailersin May 1997. Five yearson, this papercapturesn one placethe various
applications,improvementssuggeted and relatedsubsequet publications and describesnitial experien@ from
experimentsusinghashcash

The hashcashCPU cost-functioncompuesa token which canbe usedasa proof-of-work. Interactve andnor-
interactive variantsof cost-functionscanbe constructedvhich canbe usedin situationswherethe sener canissue
achallengeg(connectiororientedinteracte protocol),andwhereit cannot (wherethe commuricationis store—and-—
forward,or paclet oriented)respectrely.
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1 Intr oduction

HashcaslH1] wasoriginally proposedasa mechaism to throttle systematiabuseof un-meteredinternetresouces
suchasemail, andancymous remailersin May 1997 Five yearson, this papercaptuesin one placethe various
applications, improvements suggeste@ndrelatedsubseqant pulications,anddescribe initial experiencefrom ex-
perimerts usinghashcash.

The hashcashCPU cost-furction computesa token which canbe usedasa proof-of-work. Intereactive andnon
interactve varians of cost-functionscanbe corstructedwhich canbe usedin situationswherethe sener canissue
achalleng (comectionoriental interactie pratocol), andwhereit cannot (where the communicationis store—ad—
forward, or paclet oriented respectiely.

At the time of publicationof [1] the authorwas not aware of the prior work by Dwork and Naorin [2] who
proposeda CPU pricing function for the applicationof combattiy junk email. Subsequetty applicatiors for cost-
functions have beenfurther discussedy JuelsandBrainardin [3]. JalobssonandJuelsproposea dual purposefor
thework spentin a cost-function: to in additionperfam anothewise usefulcomputationin [4].

2 Cost-Functions

A cost-funtion shouldbe efficiently verifiable, but paraneterisablyexpersive to compute. We usethe following
notationto definea cost-function.

In the context of cost-functionswe useclient to referto the userwho mustcompue a token (deroted 7)) usinga
cost-furction MINT() whichis usedto createtokensto participatein a protacol with a server We usethe term mint
for the cost-functionbecaseof theanalogybetweercreatingcosttokensandminting physicalmoney.

The sener will checkthe value of the token usingan evaluation function VALUE(), andonly proceedwith the
protccol if thetokenhastherequiredvalue.

Thefunctions are paraneteriseddy the amoun of work w thatthe userwill have to expend on averageto mint a
token.

With interadive cost-furttions thesenerissuesachallengC to theclient—theseneruseshe CHAL() function
to compue the challenge (Thechallengeunction is alsoparametasedby thework factor)



C «+ CHAL(s,w) senerchalleng function
T « MINT(C) mint tokenbasedn challenge
V <+ VALUE(T) tokenevalugion function

With norrinteractivecost-furctionstheclientchosest’s own challeng or randan startvaluein the MINT() func-
tion, andthereis no CHAL() function

T < MINT(s,w) minttoken
V <+ VALUE(T) tokenevaluationfundion

Clearlyanoninteractivecost-funtion canbeusedin aninteractve setting,wherea the corverseis not possible.

2.1 Publicly Auditable, Probabilistic Cost

¢ A publicly auditale cost-functioncanbe efficiertly verified by ary third party without accesgo ary trapcor
or secretinformation. (Whenwe saypulicly auditade we meanimplicitly thatthe cost-furction is efficiently
puHicly auditablecomparedto the costof minting thetoken, ratherthanauditablein the wealer sensehatthe
audtor coudd repeathework doneby theclient.)

¢ A fixed costcost-furction takesa fixed amount of resourceso compue. Thefastesalgaithm to mint a fixed
costtokenis adetermiristic algorithm

¢ A probabilistic costcost-fundion is onewherethecostto theclientof mintingatokenhasapredctableexpectel
time,butarandmactualtime astheclientcanmostefficiently conputethecost-furctionby startingatarandan
startvalue. Sometinesthe clientwill getlucky andstartcloseto thesolution.

There aretwo typesof probailistic costboundedprobabilisticcostandunbounded probahilistic cost

— An unboundedprobalilistic costcost-furction, canin theorytake foreverto compue, thoud the proba-
blity of takingsignificantlylongerthanexpecteddecreaesrapidly towardszera (An exanple would be
the cost-function of beingrequred to throw a headwith a fair coin; in theorythe usercould be unlucky
andendup throwving mary tails, but in practicethe prabability of notthrowing a headfor & throws tends
towards0 rapidlyaslim_,« () = 0.)

— With a boundedprobabilistic costcost-furction thereis a limit to how unlucky the client canbein it's
searchfor the solution; for exampe wherethe client is expectedto searchsomekey spacefor a known
solution;the sizeof thekey spacdmpaosesanupper bourd onthe costof finding the solution.

2.2 Trapdoor-free

A disadwantageof known solutioncost-functionsis thatthe challengr cancheaplycreatetokers of arbitray value.
This precluespulic auditwherethe sener mayhave a conflict of interestsfor examge in webhit metering where
thesener mayhave aninterestto inflatethe numter of hits onit’s pagewhereit is beingpaidperhit by anadwertiser.

¢ A trapdoa-free cost-functionis onewherethesenerhasno advantag in minting tokens.

An exampleof a trapdor-freecost-funtion is the Hashcasliil] cost-funtion. JuelsandBrainards client-pwzzle
cost-furction is an examge of a knownsolutioncost-furction wherethe sener hasan adwartagein minting tokens.
Client-puzzesasspecifiedn the pape arein addition notpulicly auditalte, thoudh thisis dueto a storageoptimiza-
tion andnotinheren to their design



3 The Hashcashcost-function

Hashcaslis a norrinteractie, publicly auditable frapdamr-free costfunction with unbounded probabilistic cost.
Firstwe introducesomenotation considetitstrings = {0, 1}*, we define[s]; to mears the bit at offseti, where
[s]1 is theleft-most bit, and[s] | is theright-mostbit. [s];.. ; meanghebit-wise substringoetweerandincludingbits
iandj, [s]i..; = [s]i [| .- || [s];. S0s = [s]1..s|-
We definea binary infix commrisonopeatorlgtb whereb is thelengthof thecomman left-substrirg from thetwo
bit-strings.

Hashcaslis compuedrelative to a servicenames, to prevent tokensmintedfor onesener beingusedon anotler
(seners only accepttokers minted using their own service-nam). The service-mmecanbe ary bit-string which
unigely identifiesthe service(eg. hostname emailaddess etc).

Thehashcaslfunction is definedas(notethis is animproved simplifed vaiiant sinceinitial pulication seenotein
section5:

( PUBLIC: hashfunction #(-) with output sizek bits

T + MINT(s,w) find z € {0,1}* stH(s||z) ‘2", OF
return (s, z)
left

V « VALUE(T) H(s|lz) 'E, O
return v

\

Thehashcasleost-furction is basedon finding partial hashcollisionsontheall 0 bits k-bit string0 *. Thefastest
algorittm for compuing partial collisionsis bruteforce. Thereis no challeng asthe client can safely choosehis
own randm challen@, and so the hashcasltost-functionis a trapdamr-free and nonrinteractive cost-furction. In
additionthe Hashcasltost-furctionis pulicly auditalde, becauseanyonecanefficiently verify ary publistedtokens.
(In practice|z| shouldbe chasento belarge enoudn to male the prokability thatclientsreusea previously usedstart
valuenggligible; |z| = 128 bits shouldbe enowgh evenfor abusysener)

The sener needsto keepa doube spendingdatabasef spenttokens,to detectandrejectattemptsto spendthe
sametokenagain.To preventthedatabasgrowing indefiritely, theservicestringcaninclude thetime atwhichit was
minted. This allows the sener to discardentriesfrom the spentdatabasafterthey have expired. Somereasonale
expiry periad shoud bechoserto take account of clockinaccuagy, computationtime, andtransmissiordelays.

Hashcashwas origindly proposedas a courtermeasureagairst email spam,and agairst systematicabuse of
anorymous remailers.It is necessaryo usenon-irteractive cost-furttionsfor thesescenarig asthereis no chanrel
for the sener to senda challeng over. However one adwartage of interactive cost-furttionsis thatit is possible
to prevent pre-canputationattacks. For exanple, if thereis a costassociatedvith sendingeachemail this may be
sufficient to limit the scaleof email aluse perpetratedby spammes; however for a pure DoS-mdivated attacka
determiredadwersay mayspenda yearpre-omputirg tokers to all bevalid on the sameday, andonthatdaybeable
to temporaily overloadthe system.

It would be possibleto redu@ the scopefor suchprecompuation attacksby using a slovly changimg beacm
(unpredictablebroadtastautheticatedvalue changng overtime) suchassaythis weekswinning lottery numbes. In
this eventthe currentbeaconvalueis included in the startstring, limiting pre-canputationattacksto beingcondicted
within thetime periad betweerbeaca valuechangs.

4 Interactive Hashcash

With theinteractve form of hashcashfor usein interactve settingssuchas TCR, TLS, SSH,IPSECetc conrection
establishmena challeng is choserby the sener. Theaim of interactve hashcahis to deferd sener resoucesfrom
premauredepletion andprovide gracetil degradationof servicewith fair allocationacrossusersin thefaceof aDoS
attackwhereoneuserattemptgo dery serviceto the otherusersby consumiig asmary senerresourcesshecan.In



thecaseof securityprotacolssuchasTLS, SSHandIPSECwith computationallyexpensie conrectionestablishment
phasesnvolving public key cryptothe senerresourcébeingdeferdedis the senersavailableCPUtime.
Theinteractize hashcasleost-functionis definedasfollows:

( C < CHAL(s,w) choosec €g {0,1}*
return (s,w, ¢)
T« MINT(C)  find z €g {0, 1}* stH(s||c||z) 'Z",, O
return (s, z)
V « VALUE(T)  H(s|/c||z) 'L, ok
{ return v

4.1 Dynamic throttling

With interactive hashcaslit beconespossibleto dynamically adjustthe work factorrequited for the client basedon
sener CPUload Theappioachalsoadmitsthe possibility thatinteractve hashcasithalleng-respoee would only
be usedduring periods of high load This makesit possibleto phase-inDoS resistentprotocds without breking
backwards comptibility with old client software. Underperials of high load non-hashcastaware clientswould be
unable to conrect,or would beplacedn alimited conrectionpoolsubjecto olderlesseffective DoScounte-measures
suchasrandm connetion dropping.

4.2 hashcash-cookies

With conrection-slotdepletio attackssuchasthe syn-floal attack,andstraightforward TCP comection-slo depe-
tion thesenerresourcehatis beingconsunedis spaceavailableto the TCP stackto storeperconnectionstate.

In this scenariat may be desiralte to avoid keepirg per conrectionstate,until the client hascompued a token
with theinteractie hashcasleost-funtion. This deferseis similar to the syn-cmkie defensdo the syn-floodattack,
but herewe propaseto additiorally impasea CPU coston the conrectingmachire to resere a TCP conrection-slot.

To avoid storingthe challerge in the conrection state(which itself consume space)the sener may chaseto
computeakeyed MAC of theinformationit would otherwisestoreandsentit to the clientaspartof thechalleng so
it canverify the autheticity of the challeng andtokenwhenthe client returrs them. (This geneal techrique — of
sendinga recod you would otherwisestoretogethe with a MAC to the entity the informationis abou — is referrel
to asa symmetrickey certificate) This appoachis anal@ousto the techniqie usedin syn-mokies,and Juelsand
Brainardproposeda relatedappoachbut at theapplication protocd level in their client-pwzlespaper

For examge with MAC function M keyedby senerkey K thechalleng MAC couldbecompitedas:

PUBLIC: MAC function M-, -)

C « CHAL(w) choosec € {0,1}*
computem + M (K, t||s||p[lwl|c)
return (¢, s, p,w,c, m)

The client mustsendthe MAC m, andthe challen@ ¢ and challerge paranetersp with the responsdoken so
thatthe sener canverify the challeng andthe respmse. The sener shouldalsoinclude in the MAC the conrection
paraneters,at minimum enough to identify the conrection-slotand sometime measurmentor increasiig courter ¢
sothatold challeng resposescannot be collectedandre-usedafterthe conrection-slotsarefree. The challengeand
MAC would be sentin the TCP SYN-ACK respose messageandthe client would includethe interactve hashcash
token (challerge-respase)in the TCP ACK messageAs with syn-@okies,the sener would not needto keepary
stateperconrectionprior to receving the TCP ACK.

For backvardscompatibility with syn-cakie aware TCP stacks,a hashcash-akie avare TCP stackwould only
turnonhashcasltookieswhenit detectedhatit wassubjecto a TCP connetion-depletionattack.Similararguments
asgiven by DanBernsteinn [5] canbeusedto shav thatbackvardscompatilility is retainegnamelyunder syn-floa
attacksBernsteins agumentsshov how to provide backvardscomptibility with nonsyn-codie awareimplemerta-
tions; similarly underconrection-dgletionattackhashcah-cookesareonly turnedon ata point whereservicewould
aryway othewise be unavailableto a non-hashcash-aikie avare TCP stack.



Asthefloodincrease severity thehashcasttookie algoithm wouldincreaseahecollisionsizerequredto bein
theTCPACK messageThehashcash-aikie awareclientcanstill comect(albeitincreasinlyslowvly) with amorefair
chanceagairst the DoS attacler presuming the DoSerhaslimited CPU resouces. The DoS attacler will effectively
be pitting his CPU againstall the other(hashcasttookieaware)clientsalsotrying to conrect. Withoutthe hashcash
cookie defensehe DoSercanflood the sener with conrectionestablishmentandcanmoreeasilytie up all it's slots
by complding n connetionsperidle connectim time-ou wheren is the size of the connetion table,or pingng the
conrectionsonceperidle conrectiontime-ou to corvincethesenerthey arealive.

Conrectionswill behande outto userscollectively in rough propation to their CPUresource, andsofairnesds
CPUresoucebasedpresuming eachuseris trying to open asmary conrectionsashecan)sotheresultwill bebiased
in favor of clientswith fastprocessorasthey cancompue moreinteractve-hashcaslthallerge-respasetokensper
second.

5 Hashcashimprovements

In theinitially pudishedhashcaslschemethetarge stringto find a hashcollision on waschoserfairly by usingthe
hashof the service-mme(andrespectrely the service-mmeandchallengen theinteractive setting). A subsequeat
improvemert suggesteihdependentlyby Hal Finney [6] andThomasBoschloo[7] for hashcahis to find a collision
agairstafixedoutpu string. Their obserationis thata fixedcollision targetis alsofair, simplerandreducs verifica-
tion costby afactorof 2. A fixedtarget stringwhichis corvenientto compae trial collisionsagairstis thek-bit string
0% wherek is the hashoutput size.

6 Low Variance

Ideally cost-furctiontokensshouldtake a predctableamoun of compuing resource$o compue. JuelsandBrainards
client-pwezle construction providesa probabhlistic boundedeostby issuingchallengesvith known-séutions, however
while thislimits thetheoreical worstcaserunnirg time, it makeslimited practicaldifferenceto thevariarceandtypical
expeliencedrunnirg time. Thetechnqueof usingknown solutionsis alsonotapplicdle to thenoninteractve setting.
It is anopenquestionasto whetherthereexist prokabilistic bourded-cat, or fixed-costnon4interactive cost-functions
with the sameorde of magritude of verification costashashcash.

The othermoresignificantincrememal improvementdueto JuelsandBrainardis the suggestiorto usemultiple
sub-pzzleswith the sameexpectedcost,but lower variancein cost. This technique shouldbe applicalte to boththe
non4interactve andinteractize vaiiantsof hashcash.

6.1 Non-Parallelizability and Distrib uted DoS

RogerDingledne, Michael Freedmanand David Molnar put forward the argumentthat nonparallelizablecost-
functionsarelessvulnerableto DistributedDoS (DDoS)in chager 16 of [8]. Theirargumentis thatnonparallelizalbe
cost-furctionsfrustrateDDoS becauséhe attacler is thenunable sub-dvide andfarm out thework of compuing an
individual token.

The authordescribd a fixed-costcost-functionin [9] using Rivest, Shamirand Wagners time-lodk puzzle[10]
which alsohappes to be nonparallelizable. The time-lock puzzlecost-function canbe usedin eitheraninteractve
or non-irteractive settingasit is safefor the userto chosetheir own challerge. The applicability of Rivestet al's
time-lockpuzzleasa cost-functionwasalsosubsequely obsevedby Dingledne etal in [8].

For completeesswe presenthetime-lock puzzlebasedixed-costandnonparallelizatte cost-furction from [9]
here:



( PUBLIC: n = pq
PRIVATE: primesp andg, ¢(n) = (p —1)(q — 1)

C + CHAL(s,w) choosec €x [0,n)
return (s,c, w)

T + MINT(C) computex + H(s||c)
computey < z*°  (mod n)
return (s,c, w,y)

V + VALUE(T) computez < H(s||c)
computez < z* mod ¢(n)
if 22 =y (mod n) return w
elsereturn 0

\

The client doesnot know ¢(n), andso the mostefficient methodfor the client to calculateMINT() is repeatd
exponentiation which requilesw exponentiatiors. The challengr knows ¢(n) which allows a moreefficientcompu
tation by redwcing the exporentmod¢(n), sothe challemer canexecue VALUE() with 2 modular exponentiatios.
The challengr asa side-efecthasa trapdoa in compuing the cost-functionashe cancompue MINT() efficiently
usingthesamealgorithm

We argue however that the added DDoS protectionprovided by nonjparallelizablecost-funtions is maminal:
unlessthesenerrestrictsthe nunberof challengsit hand outto arecogizablyunigueclientthe DDoSattacler can
farmoutmultiple challengsaseasilyasfarmoutasub-dvidedsinglechallerge,andconsumeesource onthesener
atthe samerateasbefore Furtherit is notthathardfor a singleclientto masqueraglasmultiple clientsto a sener.

Considemlso:the DDoSattaclerhasgeneally dueto the natureof his methodof commanleeringnodesanequal
numter of network conneted noces at his disposalas proessors. He cantherebre in ary casehave eachattack
nodedirectly participatein the normal proto®l indistingtisably from ary legitimate user This attackstratey is also
otherwiseoptimd aryway asthe attacknodeswill presenha variedsetof sourceaddessesvhich will foil attempts
at percomectionfairnessthrottling stratgiesandrouterbasedDDoS courter-measuredasedon volume of traffic
acrosdP addressranges. Thereforefor the natual attacknodemarshdling patterrs nonparallelizablecost-functions
offer limited addedresistance.

As well asthe agumentsagairst the practicalefficacy andvalue of nonparallelizalbe cost-furctions, to date
nonparallelizatte costfunctions have had ordersof magritude slower verificationfunctions thannon-parallelizale
cost-furctions. Thisis becasethenon-parallelizablecost-furctionssofar discussedh theliteraturearerelatedto trap-
doorpulic key cryptagraply constriectswhich areinherettly lessefficient. It is anopenquestionasto whetherthere
exist nonparallelizablecost-furctionsbasedon symmetrickey (or publickey) construts with veiification functions
of thesameorderof magnitude asthoseof symmetric-cypto baseccost-furctions.

While for the applicatio of time-lockpuzzlesto cost-furctions,a redwedpublic key sizecoud beusedto speed
up the verificationfunction, this appioachintroducesrisk thatthe moddus will be factoredwith the resultthat the
attacler gairs a big adventagein minting tokens.(Note: factorirg is itself alargdy parallelizalle computation.)

To combatthis the sener shouldchang the pulic parametes periadically. However in the particlar caseof the
public paranetersusedby time-lock puzzles (which arethe sameasthe RSA moddus usedin RSA encnyption), this
operdion is itself modeately expensie, so this operatiom would not be perfamedtoo frequently. It would probably
notbewiseto deplo/ softwarebasednkey sizesbelov 768bits for thisaplicatian, in addition it would helpto chang
keys periddically, sayevery hou or so. (RSA modudii of 512 bits have recentlybeenfactoed by a closedgroup as
discussedn [11] and morerecentlyhave beendemastratedby Nicko van Somerenret al to be factofzable using
standardequipmentin anoffice asrepotedin [12]; DDoSattaclersareknown beableto mustersignificantresouces,
prokably easilyexceedimg thoseusedin this demorstration.)

The time-lock puzzle cost-function alsois necessarilyrap-cor asthe sener needsa private veiification-key to
allow it to efficiently verify tokers. The existarce of a veiification-key presentghe addedrisk of key compomise
allowing the attacler to by-passthe cost-function protection (Theinteractve hashcasltost-functionby comparison
is trap-bor-free, so thereis no key which would allow an attacler a shorteut in compuing tokens). In factif the
verificatin-key werecompiomised,it could be replacedbut this needaddscompleity andadmirnistrative overhead
asthis evert needsto be detectecandmanualintervertion or someautanateddetectiontriggering key-replacemat
implemerted.



The time-lock puzzle cost-furction also will tendto have larger messagess thereis a needto comnunicate
planredandemepgeng re-keyedpulic paraneters.For someapplicatiors, for exanple thesyn-codkie andhashcash
cookie protacols, spaces at a premium dueto backwards compatibility andpaclet size constraits imposedby the
network infrastricture.

Soin summay we argue that nonparallelizablecost-furctions are of questionale practica valuein protectirg
agairst DDoS attacks have moreexpersive verificationfunctions, incur the risk of verification key comgomiseand
attendahkey managerantcompleities, have large messagesndaresignificantlymorecomple to implement. We
therefae recomnendinsteadthe simplerhashcasipratocol (or if the public-auditability andnoninteractve options
arenotrequiredJuelsandBrainards client-puzlesarerougHy equialert).

7 Applications

Apart from theinitially proposedapplicatiosfor hashcaslof throttling DoS againstremailernetworks anddeterirg
emailspamsincepubicationthefollowing applicatioshave beerdiscussedexploredandin somecasesmplemente
anddeplo/ed:

¢ hashcah-cooles,apotentialextensionof thesyn-codie asdiscussed sectiord.2for allowing moregracetil
servicedegradationin thefaceof comectiondepletionattacks.

e interadive-haskashasdiscussedn section4 for DoS throttling andgracdul servicedegradationunderCPU
overloadattackson security pratocols with compuationally expensive connetion establishmenphases.No
depgoymentbut theanalogusclient-pwzzle systemwasimplemenedwith TLS in [13]

e hashcahthratling of DoS puHication floodsin anorymouspulication systemssuchasFreene{14], Publius
[15], Tangler[16],

¢ hashcahthrottling of servicerequestsin thecryptagraphc Self-certifying File Systen{17]
¢ hashcahthrottling of USENETflooding via mail2rews networks [18]

e hashcahasa minting mechaism for Wei Dai’s b-money electroniccashproposal,an electroniccashscheme
without a bankng interface[19]

8 Cost-function classificationscheme

We list herea classificatiorof charactestics of cost-functions.We usethefollowing notationto dende the properties
of a cost-function:

(fe = {1, 3,0}], [0 = {0,5, 1}, [{i, 2}), [{a, a}], [{t. £}], [{p, P}])

Wheree istheefficiengy: valuee = 1 meansficiertly-verifiade —verifiablewith costcompaableto or lowerthan
thecostof verifying symmetic key constructsuchashashcasihich consumejustasinglecompessiorround of an
iterative compressionfunctionbasechashfunction suchasSHA1 or MD5. Valuee = % meangractically-verifiable
we meanlessefficiently thanefficientyverifiable but still efficient enowgh to be practicalfor someapplicatiors, for
exampe the authorconsides the time-lock puzzlebasedcost-functionwith it's two moduar exponentiationgo fall
into this categgary. Valuee = 0 meansrerifiablebutimpracticd, thatthe cost-functionis verifiablebut theverification
function is impractically slow suchthat the existanceof the cost-function senesonly asa proof of concet to be
improveduponfor practicaluse.

And ¢ is a characteization of the standareteviation, valueoc = 0 mears fixed-cet, ¢ = 1 meansbourded
probablistic costandoc = 1 meansunbaindedprobabilistic cost Note by bounded probalilistic-cost we mean
usefully boinded— a bound in the work factorin excessof a work-factor that an othewise fundionally similar
unbaindal cost-functionwould only reachwith negligible prokability would not be useful.

And i derotesthatthe cost-fundion is interactive andz thatthe cost-fundion is non-irteractive

And a denoteghatthecost-functionis publiclyauditalle, a denoteshatthecost-functionis notpubliclyaudtable,
whichmeansn practicethatit is only verifiableby the serviceusinga privatekey material.Noteby puHic-auditability



we meanefficiently pulicly-audtable, and would not considerrepeting the work of the token minter as adeqate

efficiency to classify
And ¢ denoteghatthe sener hasa trapdor in computing the cost-furction, conversely t denoteshatserer has

notrapdorin compuing the cost-furction.
And p dendesthatthe cost-functionis parallelizdle, 5 deonesthatthe cost-functionis non-parallelizade.

trapdmr-free trapcbor
interactve hashcash client-puzzles
(ezl,g:laiaaatap) (eZI,U:%,i,a,t,p)
time-lock

(e=1%,0=0,i,a,t,p)

noninteractve hashcash

(e = 170 = 17i7a7t7p)
time-lock

(e=3,0=0,%a,t,p)

8.1 OpenProblems

¢ existane of efficiently-verifialle noninteractive fixed-cet cost-furctions (e =

1,0 = 0,7) (andtherelated
wealer proem: existanceof samewith probabilistic bourded-cst (e = 1,0 = 1,7))

¢ existane of efficiently-verifiade non-irteractivenon-parallelizable cost-functions(e = 1,7, p) (andtherelated
wealer prodem: existanceof samein interactve setting(e = 1,4, p))

¢ existane of publicly-auditalde non-interactive fixedeost cost-furctions (¢ = 0,7,a) (andthe relatedwealer
problem: existanceof samewith bourdedprobabilistic-cost(c = %,7, a))
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